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PAPER IV- CYBER CRIMES
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INSTRUCTIONS TO CANDIDATES

1.
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The questions to be interpreted as given and no clarification can be sought from
the invigilator.

. No printed or handwritten materials / mobile phone / electronic devices will be

allowed in the hall.

. All questions carry equal marks (15 each).

. Answer any six questions, only the first six questions will be marked.

. Answers without Question numbers will not be marked.

. Short notes not to exceed 75 words, Long answers not to exceed 250 words.

. Imaginary case laws used in the answer will result in striking of the answers in

total.

ANSWER ANY SIX OF THE FOLLOWING QUESTIONS ONLY

1.

Write Shorts Notes On:
a. Cyber Stalking

b. Ethical Hacking

c. Due Diligence
Write Shorts Notes on:
a. Safe Harbour

b. Data Didling

c. Stuxnet Worm

Enumerate the provisions in IT Act 2008 (amended) on Cyber Crimes.

Discuss the comparative perspectives of the Concept of Crime in Real world and
Virtual world.

Discuss the Constituent elements of Crime and its application in Internet Crimes.

Discuss the types of cyber crimes and the powers of the police under the IT Act to deal
with them.

Discuss the section 66 A of the amended IT Act and its impact on civil rights.

Discuss the need for an International Treaty on Cyber Crimes for effective regulation of
Internet Governance.



